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ABSTRACT

Boneh, Ding, Tsudik and Wong recently proposed a way for
obtaining fast revocation of RSA keys. Their method con-
sists in using security mediators that keep a piece of each
user’s private key in such a way that every decrytion or
signature operation requires the help of the mediator for
the user. Revocation is achieved by instructing the medi-
ator to stop helping the user to sign or decrypt messages.
This security architecture, called SEM, gave rise to an iden-
tity based mediated RSA scheme (IB-mRSA) that combines
the advantages of fast revocation and identity based public
keys. We show that, in opposition to what was stated in [9],
this revocation method can be applied to several existing
public key encryption and signature schemes (all those for
which a secure practical threshold adaptation exists) includ-
ing the Boneh-Franklin identity based encryption scheme
and a pairing based digital signature schemes. We first de-
scribe a threshold adaptation of the Boneh-Franklin identity
based encryption scheme and, then, we compare the medi-
ated versions of these schemes with IB-mRSA from security
and efficiency points of view.
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1. INTRODUCTION

Efficient revocation of public key certificates has always
been a critical issue in public key infrastuctures (PKIs). In
2001, Boneh et al. introduced a method for obtaining in-
stantaneous revocation of a user’s public key privileges ([4])
in RSA-type cryptosystems. Their idea was to give an on-
line security mediator (SEM) a piece of each user’s private
key exponent while users have the second piece of their re-
spective decryption/signature exponent. In such a setting,
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a user is unable to decrypt/sign a message without first re-
ceiving a message-specific token from the security mediator
that is assumed to be a semi-trusted entity. Public key re-
vocation is achieved by instructing the SEM to stop issuing
tokens for the user’s public key. The scheme described in
[4] is built using threshold RSA (the private key is shared
between two parties) and is called mediated RSA (mRSA).
The SEM architecture is transparent to the sender of a mes-
sage and to the verifier of a signature because the encryption
and verification operations remain the same as in classical
RSA. Furthermore, the use of a SEM architecture removes
the need to enquire about the status of a public key before
using it. Before encrypting a message with Bob’s key, Alice
does not have to worry about any certificate’s validity: Bob
will simply not be able to decrypt the message if his public
key is revoked since the SEM has been instructed not to give
him the necessary token. Similarly, when receiving a signed
message from Bob, Alice can be sure the verification public
key is valid since the SEM does not help any user whose
public key is revoked in a signature process.

Key management can also be simplified by using iden-
tity based cryptosystems. This is a concept introduced by
Shamir in 1984 ([25]) to eliminate as much as possible the
need for public key certificates by allowing a public key to
be uniquely derived from the user’s identity information (e-
mail address, telephone number, social security number,...).
It also simplifies key management since there is no need to
maintain a great database containing a list of public keys
and their respective owner. Many identity based cryptosys-
tems have been proposed since 1984 ([15], [5], [19], [7],[16],
[28],...) but none of these provides an efficient solution to
revoke identities. It is their inherent drawback since their
goal is to avoid the use of public key certificates which usu-
ally indicate the validity of their corresponding keys. Boneh
et al. recently described ([3]) how to transform mRSA into
an identity based mediated RSA scheme (IB-mRSA). In this
paper, we will first review their scheme and we discuss about
its security against inside attackers (i.e. dishonest users of
the system). We point out that the provable security of me-
diated cryptosystems against insider attacks can be ham-
pered by the same obstacles as those to the provable secu-
rity of threshold cryptosystems. Next, we will show that a
SEM architecture can also be introduced in existing identity
based ([5]) and other pairing based or ordinary cryptosys-
tems ([6],[24]) for which a threshold adaptation exists. We
discuss about the security of a threshold adaptation of the
Boneh-Franklin IBE before describing how to turn its orig-



inal version into a mediated cryptosystem that satisfies the
same security notion as IB-mRSA and that is more robust
to a compromise of the SEM. Finally, we show that it exists
an interesting alternative to the mediated RSA signature
scheme.

2. THE IB-MRSA SCHEME AND ITS SE-
CURITY

As told above, the idea of mediated RSA is to split the
private key in two parts. One part is given to the user while
the other one is given to the SEM in such a way that the
user has to cooperate with the SEM to be able to decrypt
or sign messages. The scheme of course uses the OAEP
padding to achieve the IND-CCA2 security. Formally, IB-
mRSA is made of four algorithms as usual identity based
cryptosystems.

Setup: given a security parameter k, the PKG chooses
k/2—bits primes p’,q’ such that p = 2p’ + 1 and ¢ =
2¢' + 1 are also prime. Then it computes the k—bit
Blum integer n = pq and chooses a hash function
H :{0,1}* — {0,1} for a parameter ! depending on
k. The public parameters are P := (n, H) (and must
be certified).

Keygen: For Alice’s identity I D4,

1. Let s=k—1—1.

2. The PKG computes eajice = 0°||H(IDA)||1. 1
3. It computes dajice = €., mod B(n).
4.

It chooses dy «—gr Z; and computes dsem =
datice — du mod (}5(71)

The PKG gives dsem to the SEM and d,, to Alice.
Encrypt: is the same as in classical RSA-OAEP.

Decrypt: when receiving an encrypted message ¢ € Zr,,
Alice transmits ¢ to the SEM. They perform the fol-
lowing tasks in parallel.

SEM: 1. Check if Alice’s identity I D4 is revoked.
If it is, return ”Error”.
2. Compute Msem = c¢*sem mod mn and send
it to Alice

du

USER: 1. Alice computes m, = ¢ mod n.

2. When receiving msen, from the SEM, she
computes m = MgsemMy mod n.

In the key generation algorithm, we notice that the output
of the hash function is padded with a 1 to the right in order
to obtain an odd eajice and increase the probability for it
to be prime with ¢(n). Notice that the SEM is not able to
decrypt messages intended to Alice since Alice never sends
it her partial decryption m,, in the decryption protocol.

!The padding with zeros on the left side allows to avoid the
constraint to use a hash function with a too wide range

In the corresponding signature scheme, we have a similar
protocol for the signing algorithm. We thus have identity
based encryption and signature schemes where it is possible
to efficiently revoke identities.

We recall that it is completely insecure to have a common
modulus for several users in classical RSA-OAEP since the
knowledge of a single private-public pair of exponents allows
to factor the modulus. It is not the case in IB-mRSA since
no user completely knows his key pair. Therefore, unlike the
non identity based mRSA, the SEM is here assumed to be a
totally trusted and secure entity. A collusion between a user
and the SEM would result in a total break of the scheme.
As explained in [4], we must assume that no user is able to
compromise the SEM.

From another security point of view, it is claimed in [9]
(proposition 1) that IB-mRSA-OAEP offers equivalent se-
mantic security to classical RSA-OAEP against chosen ci-
phertext attacks in the random oracle model provided the
Keygen algorithm has negligible probability to produce ex-
ponents e, and e, satisfying a multiplicative relation from
identities I D, and I D,. We point out there is a flaw in the
security proof provided in [9]. In lemma 1, when an attacker
B against IB-mRSA performs a SEM query on a ciphertext
¢, the attacker F against RSA-OAEP (in the single user set-
ting) has to simulate the behavior of the SEM. It is claimed
in [9] that F just has to forward c in a decryption query to
its challenger. Once, F receives the decryption ¢?, it just
has to compute ¢? /c”, where r is the user piece of private
exponent given to the adversary, and to return it as an an-
swer to B’s decryption query. This works for RSA without
padding but not for RSA-OAEP. Indeed, recall that in RSA-
OAEP, the encryption £(m,r) of m with the random string
r is given by £(m,r) = (s||t)* mod n with

s=(m||0*) & G(r), and t=rq H(s)

where G and H are suitable hash functions. It is not con-
sidered in the proof of lemma 1 of [9] that, when F asks
its challenger for the decryption of ¢, it receives a plaintext
m (or the symbol L if ¢ is not a valid ciphertext) instead
of the et® root of ¢. F can of course try to recover which
random string r was used to encrypt m into ¢ (and then s, ¢
and (s||t) = ¢%) by looking at the hash queries made by B
and the answers given by F’s challenger. But what happens
if B did not ask the appropriate hash queries on G and H 7
F cannot simply reject the ciphertext because it is expected
to output a partial computation on ¢. More generally, when
F’s challenger answers that c is not a valid ciphertext, F
cannot return ”?” to B as an answer to the SEM query nor
return a random quantity (because this would provide B
with an inconsistent view since B is assumed to know the
user part of the decryption exponent). It turns out that F
cannot simulate the behavior of the SEM when the attacker
B asks a decryption token for an invalid ciphertext. As a
result, IB-mRSA/OAEP does not seem to be provably se-
mantically secure against insider attacks (i.e. attacks made
by dishonest users in the system). Even worse, for any medi-
ated cryptosystem it seems that a correct simulation of the
SEM’s behavior could only be made if the SEM was able to
check the validity of the ciphertext at the beginning of the
decryption process (just like for a threshold cryptosystem to
be secure against chosen ciphertext attacks as explained in
[10], [27]). Whereas, the IB-mRSA signature scheme does
not suffer from this problem, the provable security against



insider attacks for mediated encryption schemes turns out
to be not so easy. We do not provide a solution in this paper
but we describe an alternative to IB-mRSA that is provably
secure against inside attacks in a weaker sense. This weaker
security notion is also achievable by IB-mRSA/OAEP but,
unlike this latter, the new mediated identity based cryp-
tosystem does not completely crumble if a dishonest user
corrupts the SEM. It is based on the Boneh-Franklin iden-
tity based encryption scheme.

About revocation issues in identity based cryptosystems,
it is claimed in [4] and [3] that the only way to obtain revo-
cation in the Boneh-Franklin IBE ([5]) is to concatenate a
validity period to the identifying strings. Senders do not use
identities outside their validity period to encrypt messages
and revocation is achieved by instructing the PKG to stop
issuing new private keys for revoked identities. This involves
the need to periodically re-issue all private keys in the sys-
tem and the PKG must be online most of the time. We show
that it is not true and that a SEM architecture can also be
combined to the pairing based IBE to obtain fine grain revo-
cation without creating security flaws. In fact, a mediated
cryptosystem can be built from any threshold cryptosystem.
Let us now describe an IND-CPA threshold adaptation of
the Boneh-Franklin cryptosystem.

3. A (r,N) IND-ID-CPA THRESHOLD IBE

We first give a basic overview of the properties of bilinear
maps which have been very useful tools to build the Boneh-
Franklin IBE and some other interesting schemes ([19], [7],
28], [6],....).

3.1 Bilinear pairings

Let us consider an additive group G; and a multiplicative
group Gz of the same prime order q. We assume the dis-
crete logarithm problem is hard in both groups. We need
a bilinear map é : G; X G; — G2 satisfying the following
properties:

1. Bilinearity: V P,Q € G1, V a,b € F}, we have
é(aP,bQ) = &(P,Q)™".

2. Non-degeneracy: for any point P € G1,
é(P,Q)=1foral Q € Gy iff P=0.

3. Computability: there exists an efficient algorithm to
compute é(P,Q) V P,Q € Gi.

The modified Weil pairing and the Tate pairing are admis-
sible maps satisfying these properties (see [20] for a descrip-
tion of these pairings). G; is a cyclic subgroup of the addi-
tive group of points of a supersingular elliptic curve E(Fp)
over a finite field while G2 is a cyclic subgroup of the mul-
tiplicative group associated to a finite extension of F.

DEFINITION 1. Given two groups Gi1 and G2 of the same
prime order q, a bilinear map é : G; X Gi — G2 and a
generator P of Gi, the Bilinear Diffie-Hellman prob-
lem (BDHP) in (G1,Gz,é) is to compute é(P, P)**° given
(P,aP,bP,cP).

3.2 The threshold IBE

We refer to [5] for a detailed description of the Boneh-
Franklin identity based encryption scheme. The threshold

version works like this.

Setup: Given a security parameter k, the PKG chooses
two groups G1 and G2 of the same prime order ¢ (with
q=~ 2’“), a bilinear map € : G1 X G; — Ga2, a generator
P € G, a secret master key s €g F,. After that, it
chooses a polynomial of degree ¢

f@)=s+az+- - +a_12""

for random ai,...,at—1 € Fq. For ¢ = 1,...,n, it
computes P;;)b = f(i)P € Gi. Finally, it computes
Ppup = sP € Gy and chooses cryptographic hash func-
tions Hy : {0,1}" — G1 and Hz : G2 — {0,1}" . The
public parameters are

P :={G1,Ga,é, H,Hs, P, PY) ... . P™ P Y.

pub? pub’

Before requesting his private share, each player can
check that

S LB, = B
ies
for any subset S € {1,...,n} such that |S| = ¢ where

L; denotes the appropriate Lagrange coefficient.

Keygen: given a user’s identity I D, the PKG plays the
role of the trusted dealer. It first computes Qp =
H,(ID) € Gy. For i = 1,...,n, it delivers drp, =
f(#)Qrp € G1 to player i. When receiving drp,, player
i checks that é(sz;)b,QID) = é(P,drp,). If the verifi-
cation fails, he complains to the PKG that issues a

new share.

Encrypt: to encrypt a message m, Alice has to code it as
an element of G. Given the receiver’s identity ID,
compute Qrp = H1(ID).

1. Choose a random r € Fy.

2. The ciphertext is given by
<UV> = <rP, m@HQ(é(Pputh[D)r) > .

Decrypt: when receiving < U,V >, player ¢« computes his
decryption share é(U, d;p,) and gives it to the recom-
biner who is a designated player .

Recombination: the recombiner selects aset S C {1,...,n}
of t acceptable shares é(U,drp,) and computes

g=[[eW din,)".
=
Once he has g, he recovers the plaintext

The correctness of the scheme is easy to verify since

g = é(TP, Z LidIDi) = é(’I“F)7 SQ[D) = é(Ppuz”Q[D)r.
i€S

It is possible to add the robustness 2 feature to the scheme.
Every player just has to prove (in a non-interactive way) the

2That is to allow the honest players (we must assume that
n > 2t — 1 in such a way that at least ¢ players are honest)
to perform the decryption even if some other players do not
broadcast admissible shares.



equality of two inverses of the isomorphism fp(.) = é(P,.)
induced by the bilinear map é. To do this, each player
chooses a random R € G; and computes w1 = é(P,R) €
Gz, wa = é(U,R) € G1 and then a hash e of the tuple
(e(U,drp,), é(Ppub, Qrp), w1, w2). After that, player ¢ com-
putes V = R+edrp, € Gi and joins the tuple (w1, w2,e,V)
to his share. The other players can check that

&(P,V) = é(P, R)e(PLs,, Qrp)°
and
é(U, V) =é(U,R)é(U,drp,)".

The soundness of this proof is easy to be verified. When
dishonest players are detected, ¢ among the others can com-
bine their shares to find the one of the dishonest ones and
find their decryption share.

This cryptosystem looks like the threshold adaptation of
the El Gamal cryptosystem. Whereas this latter scheme is
known to resist to chosen-plaintext attacks under the deci-
sional Diffie-Hellman assumption over a multiplicative cyclic
group, the above threshold IBE is provably secure against
chosen plaintext attacks in the identity based setting under
the computational bilinear Diffie-Hellman assumption.

3.3 Security

We first describe formally the IND-ID-TCPA security no-
tion satisfied by the threshold IBE.

DEFINITION 2. We say that a threshold identity based en-
cryption scheme is secure against chosen-plaintext attacks
(we denote by IND-ID-TCPA2 this security notion) if no
polynomially bounded adversary has a non-negligible advan-
tage in the following game.

1. The adversary A first chooses a set S of t — 1 players
it wants to corrupt. It receives from the challenger the
partial private keys dip, (with i € S) of the corrupted
USers.

2. The challenger runs the Setup algorithm with a secu-
rity parameter k and sends the system parameters to
the adversary.

8. The adversary A performs a polynomially bounded num-
ber of full key extraction queries: A produces an iden-
tity ID and receives the complete decryption key drp
(as in the classical BF scheme). A can present its
requests adaptively: every request may depend on the
answer to the previous ones.

4. A chooses two plaintexts mo,m1 € M and an iden-
tity ID on which it wishes to be challenged. It is not
allowed to choose an identity for which it made a full
key extraction query during the first stage.

5. The challenger takes a random bit b €r {0,1} and
computes C' = Encrypt(my, ID) that is sent to A.

6. A performs a second series of queries just like in the
first stage. This time, it cannot ask the complete pri-
vate key corresponding to ID.

6. Finally, A produces a bit b’ and wins the game if b’ = b.
The adversary’s advantage is defined to be

Adv(A) == [2Pr[t' = b] — 1.

In the corresponding IND-ID-TCCA security notion (that
is against adaptive chosen ciphertext attacks), the attacker
is allowed to ask decryption shares for messages and iden-
tities of its choice (other than those corresponding to the
challenge). The following theorem states the IND-ID-TCPA
security of the threshold IBE in the random oracle model.

THEOREM 3.1. In the random oracle model, if an attacker
A has a non negligible advantage € in a chosen plaintext
attack against the threshold IBE in a time ti, there exists
an algorithm B that can solve the bilinear Diffie-Hellman
problem in a time O(t1) with an advantage €/qmu, gu, where
qu, denotes the number of H1 queries made by A and qm,
is the number of Ha queries.

Proof. B receives a random instance (P,aP,bP,cP) of
the bilinear Diffie-Hellman problem and has to compute
é(P, P)®*. Tt will run the adversary A and use it to achieve
its goal.

Let us first recall an important property of a (¢, n)-secret
sharing schemes: given shares {ci1,...,cn} of a secret ¢ and
any ordered subset S = {i1,...,4:} C {0,...,n}, for any
i € {0,...,n}\S, there are easy to compute coeflicients
Ait, ..., Ait € Fg such that ¢; = Zj‘:l )\ijcij .

Before the game begins, A first chooses a set S of t —
1 servers it wants to corrupt. Without loss of general-
ity, we can assume it chooses S = {1,...,t — 1}. B then
generates the public parameters like this. It sets Ppup =
cP (but it does not know c). It chooses random values
c1,...,c—1 € Fg, finds the appropriate A;; coefficients and
computes Pé;)b = Xio Ppoub —|—Z§;11 Nije; P fori=t,...,nand

P;Ei)b =c¢;Pfori=1,...,t — 1. The condition

Z L’LPP(;)[) = Ppub

i€T

for any T'C {1,...,n} with |[T| =t

then holds. At the first stage of the game, B first chooses
a random integer pu € {1,...,qm, } and A then performs a
polynomially bounded number of hash and full key extrac-
tion queries and B will simulate the hash and key extraction
oracles using a list L; that is initially empty to keep track
of answers to hash queries. Without loss of generality, we
can assume that any key extraction query on an identity is
preceded by a hash query on that identity. A then asks hash
values of identities ID. that are indexed by e = 1,...,qm,
(we can assume that these hash queries are distinct) and
asks the full private keys corresponding to identities of its
choice. B responds to these queries using the hash simu-
lation and key extraction simulation algorithms described
below.

H;-simulate(ID.)

If e = p then answers by Hi(ID.) = bP,
for i € S give dip, = ¢;(bP)
to the attacker

else choose de. €r Fq, answer by
H:(ID.) = d.P and put the
entry (IDe,d.) into L.
for i € S give dip, = ci(deP)
to the attacker



Keygen-simulate(ID)
If ID = ID,, ® then stop and output
7 failure”

Otherwise, scan L in order to find
a tuple (ID,d) and return dPpus
as a full private key

In order to simulate the Hs oracle, 5 maintains a list L2 that
is initially empty. At every time H2 is queried at a point
gi, B checks if Lo already contains an entry (g;, R;). If it
does, R; is returned to A. Otherwise, B chooses a random
bitstring R; € {0,1}", puts (g:;, R;) into L2 and returns R;
to A. At the end of the first stage, A outputs a pair of
plaintexts (mo,m1) and an identity ID on which it wishes
to be challenged. If the target identity /D is not 1D, then
B stops and output ”failure” (it is assumed that A chooses
to be challenged on an identity of which it asked the hash
value). Otherwise, B takes a random bitstring R €r {0,1}"
and sends the challenge ciphertext o =< aP, R > to A.
At the second stage, A performs a second series of queries
which is treated by B as the first one. At the end of the
game, the output of A is ignored by B. If we denote by H
the event that A asks the hash value Ho(&(P, P)**¢) during
the simulation, one can easily see that Pr[H] > e. Indeed,
as explained in [5], we have

T
<
S
Il
St
)
|

Prb =V |=H]Pr[-H] + Prjb = b'|H]Pr[H]
Prb=b'|~H]Pr[~H] + Pr[H]

IA

1 1
S4cp
5 + 3 r[H]

since Pr[bt’ = b|—H] = 1/2. On the other side, we also have
Pr[b’ =b] > Prb =b'|~H]Pr[~H] = £ — 1 Pr[H] and this
implies that € = [2Pr[b’ = b] — 1] < Pr[H]. Thus, if the
simulation does not fail (that is if A actually chooses to be
challenged on ID,,), the solution of the BDH problem lies on
the list L2 at the end of the simulation and B just chooses a
random element of Lo as a result. It is easy to see that B’s

probability of success is given by €/qu, qu, -
O

The scheme presented in this section is a threshold adap-
tation of the BasicIdent scheme described in [5]. This scheme
is malleable and does not resist to adaptive chosen-ciphertext
attacks. If we consider a threshold adaptation of the corre-
sponding Fullldent scheme (see [5]), it seems to be impos-
sible to prove its security against chosen-ciphertext attacks
because the validity of the ciphertext is checked at the end of
the decryption process as pointed out in [10] and [27]. Never-
theless, it is possible to transform it into a threshold identity
based cryptosystem achieving the highest level of security in
the random oracle model. It is too long to be explained here.
A possible method is slightly modifiy the scheme to apply
to it the Fouque-Pointcheval generic technique described in
[10] in the identity based security model. Another method is
more efficient and allows to obtain shorter ciphertexts than
in the latter one. This method will be the object of a future
paper. The purpose of this one was just to show the rela-
tionship between threshold schemes and mediated ones.

4. A MEDIATED PAIRING BASED IDEN-
TITY BASED ENCRYPTION SCHEME

Although we cannot prove the security of the threshold
IBE against chosen ciphertext attacks even if the Fujisaki-
Okamoto ([11]) transform is applied to it, we can prove
that the corresponding mediated scheme is secure against
adaptive chosen-ciphertext attacks performed by inside ad-
versaries that do not have access to the user part of pri-
vate key corresponding to the identity they want to attack.
This is a weaker security notion than the semantic security
against any inside attack but a stronger one than the secu-
rity against outside adversaries. This mediated IBE is ob-
tained from the IND-ID-CCA version of the Boneh-Franklin
scheme. It consists of four algorithms.

Setup: given a security parameter k, the PKG chooses
groups Gi1 and G2 of prime order ¢, a generator P of
G1, a bilinear map é : G; X G1 — G2 and a master-key
s € Fy. It then computes Py, = sP and chooses hash
functions

H1 : {O, 1}* g Gl, HQ : GQ g {0, 1}71
Hs : {0,1}" x{0,1}" — Z;, Hs4:{0,1}" — {0,1}"
where n denotes the size of plaintexts. The system’s
public parameters are

P = (P7n7 PP’U«b7H17H27H37H4)
(and must be certified by a CA) while the master-key
s is kept secret by the PKG.

Keygen: given a user of identity I D, the PKG computes
the hash value Q;p = H1(ID) and d;p = sQp. Then
it chooses a random point drp,user < r G and com-
putes dip,sem = drp — dip,user € G1. The PKG gives
the partial private key drp,user to the user and drp sem
is given to the security mediator.

Encrypt: isthe same as in the original scheme ([5]). Given
a plaintext M and the recipient’s identity 1D
1. Compute Q;p = H1(ID) € G;.
2. Choose a binary string o <—gr {0,1}" and com-
pute r = Hs(o, M).
3. Compute U =7P € G1, g = é(Ppup, Qip)" € Go.
4. The ciphertext is

C=<UV,W>=<rP,c®H(9), M®&H4(o) > .

Decrypt: when receiving C =< U, V,W >, the recipient
forwards it to the SEM. They perform the following
tasks in parallel.

SEM: 1. Check if the recipient’s identity ID is re-
voked. If it is, return ”Error”.
2. Compute gsem = é(U,d1p,sem) and send
it to the user

USER:

—_

He computes guser = é(U, diD,user)-

2. When receiving gsem from the SEM, he
computes g = gsemGuser-

3. He computes 0 = V @& Hs(g) and then
M =W @ Hu(o).

4. He checks the ciphertext’s validity:

U = r'P with v’ = Hs(o, M).



The consistency is easy to verify from the bilinearity of é :
g = gsemGuser = é(U, dID,se'm + dID,user) = é(Ppub7 QID)T~

As in IB-mRSA; the SEM never sees the user’s partial
computations (i.e. é(U,drp,user)) and cannot decrypt mes-
sages intended to him. Users never see the SEM’s pieces of
private key and have no mean to compute them from the
tokens é(U, drp,,sem) they receive (since given ¢ € G2 and
P € Gy, it is hard to find R € G; such that é(P,R) = c if
the computational Diffie-Hellman problem is hard in G1).

Note that the PKG and the SEM are two distinct entities.
The SEM remains online all the system’s lifetime while the
PKG can be put offline once it has delivered private keys to
all users of the system.

We also note that the user cannot use the same decryption
token é(U, drp,sem) twice provided Hs is a collision-free hash
function. Indeed, he could only re-use it for a second mes-
sage with the same U component and we have U = rP with
r = Hs(o, M). Finally, note that the token é(U, drp,sem) is
useless to any user other than Alice and it does not bring any
information about Alice’s full private key to anyone since it
is a random element of Gs.

It is pointed out in [4] and [3] that the Boneh-Franklin
IBE is significantly less efficient than IB-mRSA. It is true
but, from a security point of view, IB-mRSA is completely
broken if a user can corrupt a SEM. This is not the case
for the mediated Boneh-Franklin IBE. Unlike IB-mRSA; a
dishonest user who corrupts the SEM cannot decrypt ci-
phertexts intended to other users (we formally prove it in
the security analysis). He is just able to unrevoke previously
revoked identities and to revoke other unrevoked ones. The
only way for attackers to completely break the scheme is to
take control of the PKG. Although less efficient, the medi-
ated pairing based IBE scheme has a significant advantage
against IB-mRSA: only one entity is assumed to be com-
pletely trusted.

If we compare this revocation method with the built-in
revocation method of the Boneh-Franklin IBE (the one con-
sisting in concatenating validity periods to identities), it is
clear that the SEM method provides finer grain revocation
(since the private key privileges of the user are instanta-
neously removed) and it does not compell the PKG to peri-
odically re-issue new private keys (this was already pointed
out in [9] and [3]).

We will now show that the mediated Boneh-Franklin IBE
is weakly semantically secure. That means it is semantically
secure against inside attackers that do not have the user part
of the private key corresponding to the attacked public key.
That is the same level of security as the one achievable by
IB-mRSA.

4.1 Security

For the mediated pairing based IBE, we will slightly mod-
ifiy the notion of semantic security given in [5].

DEFINITION 3. We say that a mediated identity based en-
cryption scheme is weakly semantically secure against in-
sider attacks (we can denote by IND-mID-wCCA this secu-
rity notion: Indistinguishability against weak Chosen-Clipher-
text Attacks in the mediated Identity based setting) if no
polynomially bounded adversary can have a non-negligible
advantage in the following game.

1. The challenger runs the Setup algorithm with a secu-

rity parameter k and sends the system parameters to
the adversary.

2. The adversary A performs a polynomially bounded num-
ber of queries:

- Decryption query: A produces an identity ID;
and a ciphertext C;. The challenger generates
both pieces of the private key corresponding to ID;
and sends the result of the decryption of C; to A.

- User key extraction query: A produces an identity
ID; and receives the user part of the extracted
private key dip; user-

- SEM query: A produces an identity ID; and a
ciphertext C. It receives the token allowing the
user of identity I D; to decrypt the ciphertext.

- SEM key extraction query: A produces an identity
ID and receives the part of the private key drp
corresponding to ID that belongs to the SEM.

A can present its requests adaptively: every request
may depend on the answer to the previous ones.

8. A chooses two plaintexts mo,m1 € M and an identity
ID on which it wishes to be challenged. It is not al-
lowed to choose an identity for which it made a user
key extraction query during the first stage.

4. The challenger takes a random bit b €r {0,1} and
computes C' = Encrypt(my, ID) that is sent to A.

5. A performs a second series of queries just like at the
first stage. This time, it cannot ask the plaintext corre-
sponding to C' nor the partial private key corresponding
to ID. It is allowed to make a SEM request on C for
the identity 1D.

6. Finally, A produces a bitb’ and wins the game if b’ = b.

The adversary’s advantage is defined to be

Adv(A) == [2Pr[b' =b] — 1.

This is a weak notion of semantic security against inside
attackers (attackers that have access the user part of the
private key corresponding to any identity but the one on
which they are challenged): we do not prove that a user is
completely unable to find any information about a plain-
text intended to him without the help of the SEM but we
prove that no coalition of dishonest users with the SEM can
allow them to find any information about a ciphertext in-
tended to a honest user (that is the reason why the attacker
is allowed to ask the user part of private keys associated to
other identities than the attacked one and to ask the SEM’s
pieces of private key for any identity). This is a slightly
stronger security notion than the mere security against out-
sider attacks but it is a weaker one than the strong semantic
security against insider attacks (attacks where the adversary
has access to the user part of private key for any identity). It
seems to be impossible to prove the semantic security against
this latter kind of attacks for this version of the mediated
Boneh-Franklin IBE. We just prove the weak semantic se-
curity against inside attackers.



THEOREM 4.1. In the random oracle model, assume we
have an attacker A against the mediated pairing based IBE
scheme. We assume this attacker is able to win the IND-
mID-wCCA2 game with a non negligible advantage € when
running in a time t and asking at most qr user key extrac-
tion queries and qs SEM queries. We then have an adver-
sary B that is able to win the IND-ID-CCA2 game against
the classical Boneh-Franklin scheme with the same advan-
tage € in a time t' =t + qrta + qste where ta denotes the
time to add two elements of Gi1 and tg is the computation
time of the pairing é.

Proof. We will use the attacker A to build an algorithm B
that is able to distinguish ciphertexts produced by the clas-
sical Boneh-Franklin IBE. At the beginning of the game, B
receives the BF system parameters from its challenger. It is
allowed to ask a polynomially bounded number of key ex-
traction, decryption and random oracle queries to its chal-
lenger but it first initializes the IND-mID-CCA2 game it
plays with A by giving him the same system parameters it
received from its challenger. B will act as A’s challenger in
the IND-mID-CCA2 game and control the SEM. It main-
tains a list Lsem to store information about the answers to
key generation queries (more precisely, Lsem will contain the
piece of key given to the SEM for each identity). A performs
a first series of queries. I3 answers to these queries like this.

- For every query made by A to random oracles H1, Ha
and Hs, B simply forwards them to its challenger and
sends the answers back to A.

- Every decryption query is forwarded by B to its chal-
lenger and the answer is sent back to A.

- For a user key extraction query on an identity 1D,
B first forwards it to its challenger. When it receives
the private key drp,, it checks whether the list Lgem
already contains an entry for ID;. If it does, B recovers
drp,,sem from the list and computes drp, user = drp;, —
drp,,sem which is sent to A. If no such entry is found
in Lsem, B chooses a random point dip; user €r G1
and computes drp; sem = dip; — diD; user. 1t gives
drp,user to A and puts the entry (ID;,drp;,sem) into
the list Lsem.

- For a SEM query on a ciphertext C; = (U, V, W) and
an identity ID;, B first searches in the list Lgen, for
an entry containing ID;. If such an entry is found,
it recovers the SEM part of the private key dip, sem
and computes the pairing é(U, drp,,sem) which is sent
to A as a decryption token. If no such entry ex-
ists, B chooses a random point d;p,,sem €r G1, sends
é(U,drp;,sem) to A and puts the entry (ID;,drp; sem)
into the list Lsem.

- For a SEM key extraction query on an identity I D;, B
first searches in the list Lgsem for an entry containing
ID;. If such an entry is found, it recovers the SEM
part of the private key drp, sem and returns it to A.
Otherwise, B chooses a random drp; sem €r G1, puts
(IDi,drp,;,sem) into Lsem and returns dip,, sem to A.

After the first stage, A produces two plaintexts mo and
m1 and an identity I D on which it wishes to be challenged.
At this moment, B forwards mo and m; to its challenger and

chooses I D as challenge identity. It then receives a challenge
ciphertext C' from its challenger (C' is the encryption of mg
or m1) and forwards it as a challenge to A .

A then performs a second series of requests that is treated
by B in the same way as the first one. At the end of the
game, A produces a bit b’ for which it believes that C is the
encryption of my and B produces the same result b’ as A.
It is clear that B wins its IND-ID-CCA2 game if and only if
A wins the game it plays with B. Our new turing machine
B has thus the same advantage as A. The reduction costs
are ¢s pairing computations and gg additions in G;.

O

It is shown in [5] that the Boneh-Franklin scheme is se-
mantically secure in the random oracle model provided the
Bilinear Diffie-Hellman problem is hard. The mediated pair-
ing based IBE scheme is thus also semantically secure against
outside attackers in the random oracle model. We notice
that, although we could not formally prove the security
against inside attakcers (and that a user is unable to find
any information about a plaintext intended to him with-
out the help of the SEM), we did not find any attack that
could help a dishonest user to decrypt a ciphertext alone
and bypass the decryption protocol. On the other hand, the
mediated IBE can be considered as less sensitive to a key
compromise than IB-mRSA as far as a collusion between a
user and the SEM does not allow them to break the scheme
(they just break the revocation process) while, in IB-mRSA,
the system is completely broken if an attacker learns the full
public/private key pair of a user. Another advantage of me-
diated IBE is the shorter size of private keys. Using point
compression techniques (that is representing a point by its
x-coordinate and a single bit), one can currently have 512
or even 160 bits private keys (by using the same parameters
as in [6]) against 1024 for IB-mRSA. The ciphertexts pro-
duced by the mediated IBE can also be shorter than those
produced by its RSA counterpart if we use 160 bits private
keys.

We now have a method to immediately revoke the public
key privileges of users in the Boneh-Franklin scheme. This
method can be used in some other systems but it does not
work for every pairing based cryptosystems. It is easy to see
that any public key encryption scheme supporting a two-out-
of-two threshold decryption mechanism can be turned into
a scheme allowing SEM-aided decryption. The Goldwasser-
Micali probabilistic encryption and the modified-Rabin en-
cryption scheme (padded with SAEP) are examples of such
systems (see [18] for a description of the threshold adap-
tations). Since these threshold cryptosystems are provably
secure (see [18]) against chosen-ciphertext attacks, it can
be shown that, in the corresponding mediated schemes, an
attacker that corrupts either the SEM or a user of the sys-
tem cannot find any information about a ciphertext. Nev-
ertheless, we point out that the underlying threshold cryp-
tosystems are not required to be provably secure against
chosen-ciphertext attacks in order for the corresponding me-
diated schemes to be weakly semantically secure against in-
side attackers: for example the El Gamal cryptosystem (that
is known to be secure against chosen-plaintext attacks un-
der the decisional Diffie-Hellman assumption), when padded
with the Fujisaki-Okamoto ([11]) transform (that turns it
into an IND-CCA cryptosystem according to [11]), can also
support a security mediator that turns it into a weakly se-



mantically secure mediated cryptosystem (it can be shown
using an approach similar to the one in this paper).

For signature schemes, we will show that a SEM archi-
tecture can be used for the GDH signature described in
[6] that produces short signatures using the computational-
decisional Diffie-Hellman separation.

S. THE MEDIATED GDH SIGNATURE

Just like encryption schemes, it is easy to see that a SEM
architecture can be built into any signature scheme for which
a secure threshold version exists (since signature shares are
combined into a full signature without any user disclosing
his/her share): a threshold signature scheme can be used for
setting up a scheme with a security mediator (which is seen
as a honest signing player). Unfortunately, only a few signa-
ture schemes, such as the RSA or GDH signatures, support
a threshold adaptation that could allow the integration of
a practical SEM architecture. Probabilistic threshold signa-
tures have the drawback to involve all the signing parties
into the random number generation process and this would
induce a communication overhead between the user and the
SEM at every signature computation.

In this section we describe a mediated version of the GDH
signature. The original GDH scheme was devised by Boneh,
Lynn and Shacham ([6]) and is based on groups where the
computational Diffie-Hellman problem is hard while the de-
cisional one is easy (see [22] and [17]: GDH stands for
Gap-Diffie-Hellman and usually denotes this kind of group).
These separation groups are built on supersingular elliptic
curves and allow to design a 160 bit signature. A thresh-
old version of this scheme has been described in [2] and it
clearly allows to build a mediated version of the GDH sig-
nature. This adaptation involves a trusted authority (TA)
which has to perform the system’s key setup. The public
parameters are an additive group G of prime order ¢, and
a generator P of Gj.

Keygen: to generate user U;’s key pair, the TA picks ran-
dom numbers ; sem, Ti,user €R IF;. He gives the par-
tial private key z; user to the user and the other piece
Zi,sem to the SEM. It then computes R; = (i sem +
Ziuser)P € G1. U;’s public key is (q, P, R;).

Sign: to sign a message M, user U, contacts the SEM and
sends it a hash h(M) € G; * of the message. They
perform the following protocol in parallel.

SEM: 1. Check if user U; is revoked. If he is, return
”Error”.
2. Compute S sem = Ti,semh(M) and send
it to user U;.
USER: . He computes Sas,user = Tiuserh(M).
. When receiving S, sem from the SEM, he
computes Syr = Snr,sem + Suuser-
3. He verifies that S/ is a valid signature on
M. If it is, he returns the pair message-
signature (M, Sar).

N =

“See [6] for an explanation of how to hash onto such a group
1

Verify: it is exactly as in [6]: compute h(M) and check
if (P, R, h(M), Sar) is a valid Diffie-Hellman tuple (i.e.
by checking if e(P, Sar) = e(R, h(M))).

It is shown in [6] that the original scheme is secure in the
random oracle model for any Gap-Diffie-Hellman group (i.e.
a group where the decisional Diffie-Hellman problem is easy
while the computational one is hard). It is shown in [2] that
the threshold version is as secure as the original one since a
forgery on the threshold scheme allows to build a forgery on
the orginal GDH signature. The unforgeability of the medi-
ated GDH scheme follows directly the threshold signature’s
one. This allows to prove that a user is unable to create a
signature on a message without the help of the SEM.

From an efficiency point of view, we can see that the SEM
and the user only have to perform a scalar multiplication in
G1 when generating a signature while the verification still
requires two pairing evaluations (this computation overhead
is the only disadvantage of mediated GDH when compared
to the mRSA signature). If we consider the size of transmit-
ted data, we can see that the SEM only has to send 160 bits
to the user with respect to 1024 bits for the mRSA signa-
ture: while the mediated pairing based IBE does not offer
a reduction of communication cost (since about 1000 bits
have to be sent by the SEM to the user) when compared
with IB-mRSA, the mediated GDH signature does when it
is compared with the mRSA signature.

6. CONCLUSIONS

We have discussed about the provable security of IB-mRSA
against inside adversaries and we have shown that the method
of [4] to allow fast revocation of RSA keys can also be used by
some other public key systems including two pairing based
cryptosystems. This results in interesting alternatives to
IB-mRSA that is more efficient but can be less secure even
though it is provably secure against the same kind of adver-
saries as mediated IBE.

It is possible to apply this method to any secure threshold
cryptosystem to obtain "revokable” asymmetric schemes.
Indeed, threshold-RSA schemes ([26]) gave rise to mRSA
and the threshold-GDH signature ([2]) is the building block
for the mediated-GDH signature. Unfortunately, most of the
known secure threshold signature schemes are probabilistic
([23],[29]) and require all the signing parties to collaborate
in random number generation operations. This would re-
sult in increasing the number of communications between
the users and the SEM.

In this paper, we also raised an open question which is the
possible existence of a semantically secure threshold adapta-
tion of the Boneh-Franklin cryptosystem. We showed that
the existing underlying threshold decryption mechanism in
this latter scheme can be used to build a pairing based me-
diated IBE that is weakly secure against adaptive chosen
ciphertext attacks run by insiders even if the correspond-
ing threshold cryptosystem is not. We leave for future re-
search to find a threshold identity based cryptosystem secure
against chosen ciphertext attacks.

Finally, we conjecture the SEM method can also be inte-
grated into many other existing public key cryptosystems in-
cluding the Goldwasser-Micali probabilistic encryption ([14])
and the modified Rabin signature and encryption schemes
([24]) for which efficient threshold adaptations have been de-
scribed in [18]. Another possible goal for future research is



to find signcryption scheme where both the capabilities of
the sender and those of the receiver can be removed using
this kind of architecture.
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